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Resolving Online Content Disputes 
in the Age of Artificial Intelligence: 

Legal and Technological Solutions in 
Comparative Perspective 

DR FAYE FANGFEI WANG
Brunel Law School

INTRODUCTION

Social media platforms have become common places for user-generated content 
sharing and have rapidly grown as means for content creators to monetise videos 
in channels. When content creators upload videos with content potentially 
infringing content owners’ rights, the common universal route for content 
owners to seek legal solutions is to initiate a notice and takedown procedure to the 
operators of online platforms, use alternative dispute resolution (ADR) or online 
dispute resolution (ODR) services, and when all else fails, they may then file a 
lawsuit in court. Social media platforms may also provide internal integrated 
content claim services as an option before notice and takedown legal procedures. 
It was also argued that a copyright office could be granted administrative 
adjudicative authority, and such office may be best placed to resolve disputes 
between a customer and a large online video-sharing service corporation.1 With 
the deployment of Artificial Intelligence (AI) in dispute resolution, it is possible 
that internal content claims, notice and take down procedures and ODR services 
may be assisted by AI technology. Technical measures for blocking injunctions 
may also involve appropriate AI technology nowadays. There are legal concerns 
and challenges continually emerging. 

The effectiveness and legal certainty of using automated content filtering 
software/systems and automated content recognition/moderation tools on 
social media platforms has generated heated legal debate. AI algorithms have 
been increasingly embedded in automated content filtering software to optimise 
functions of such service. The adoption of voluntary AI-assisted content 
recognition tools may be perceived to minimise legal risks for infringing content 
on social media platforms before a notice and takedown legal procedure takes 
place. AI-assisted content recognition tools can also be used in the notice and 
takedown procedure. However, there are technological limitations of the ability 
of AI algorithms to understand content in context (i.e., fair use) at the current 

1 Gocha, AJ (2018) ‘Modern system for resolving online copyright infringement disputes: 
administrative rulemaking and adjudication, one-stop fix to the digital millennium copyright 
act. IDEA’ 58(2) The Journal of the Franklin Pierce Center for Intellectual Property 131 at 168.
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stage and thus it may not be accurate and appropriate to solely rely on AI to 
block or remove content automatically.2 Moreover, there is also legal uncertainty 
as to what extent the deployment of automated content filtering software may be 
considered as undertaking general monitoring obligation on their services, which 
may conflict with the prohibition on general monitoring for hosting services in 
current legislation in Europe,3 US4 and China.5 Subsequently it is challenging 
for courts to interpret an appropriate relationship between the prohibition of 
imposing a general monitoring obligation and knowledge requirements.6 

Due to AI’s limited ability to have a wider contextual understanding and in 
order to avoid mute or trim out legal content by an AI algorithm incorrectly, 
a human review on detected illegal content may be necessary. Furthermore, if 
an AI algorithm was to be deployed to detect illegal content and take actions 
on those detected content automatically, it would further raise concerns as to 
whose liability it is to take down legal content, and if errors occur, who should 
be held liable. In order to hold an AI algorithm accountable, the law would need 
to recognise the legal personality of an AI algorithm. It is debatable whether an 
AI algorithm should be granted legal personality.7  Although advanced AI may 
be able to perform human tasks via deep learning, AI currently does not have 
emotions. It was argued that if AI algorithms could have human consciousness, 
they should be given legal personality.8  However, this will not happen in the 
foreseeable future, and thus AI algorithms should not be given legal personality.9 
Nevertheless, AI-generated work should be granted suitable intellectual 
property rights (IPR) protection. The most appropriate persons/authors ‘for such 
protection are humans who make primary necessary arrangements including 
the creators/programmers/developers and designers of identified primary AI 

2 Wang, F (2017) Online Arbitration (1st ed.) Informa Law from Routledge at 94.
3 EC Directive on Electronic Commerce 2000, Article15. UK Regulation on E-Commerce 2000, 
Article 19 (Provisions in the e-Commerce Regulations 2002 and the e-Commerce Regulations 
2018 implementing Articles 12-14 of the Directive are unaffected by the Electronic Commerce 
(Amendment etc.) (EU Exit) Regulations 2019.) See also ‘Consultation Outcome - Online Harms 
White Paper: Full government response to the consultation’, UK Government, 15 December 2020. 
It sets out that ‘the regulator would not compel companies to undertake general monitoring on 
their online services, as this would place a disproportionate burden on companies and raise 
concerns about freedom of expression and user privacy.’
4 US Digital Millennium Copyright Act (DMCA), Section 512(m). 
5 China E-Commerce Law 2019, Articles 41-46.
6 See also ‘Section 512 of title 17: A Report of the Register of Copyrights’, United States Copyright 
Office, May 2020, p.3.
7 Kurki, VAJ ‘The Legal Personhood of Artificial Intelligences’ in Kurki, VAJ A Theory of Legal 
Personhood (Oxford Scholarship Online, 2019), Chapter 6. DOI:10.1093/oso/9780198844037.003.0007. 
It argues that AI is capable of performing similar tasks as human beings and thus should function 
as legal persons.
8 Papakonstantinou, Vagelis & Paul De Hert, ‘Refusing to award legal personality to AI: Why 
the European Parliament got it wrong’, 20 November 2020 <https://europeanlawblog.eu/2020/11/25/
refusing-to-award-legal-personality-to-ai-why-the-european-parliament-got-it-wrong/> last accessed 20 
April 2022.
9 Copyright, Designs and Patents Act 1988, s.9(3). See also Wang, F (2022) ‘AI and Intellectual 
Property Rights: IPR Protection for AI-Created Work’ (Speech at the Evidence Meeting of AI 
and Intellectual Property Rights: IPR Protection for AI-Created Work for All-Party Parliamentary 
Group (APPG), 24 January 2022) <https://www.youtube.com/watch?v=E3wMWldnIPM> last 
accessed on 20 April 2022.
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algorithms, the persons who select, input and train the data, and the operators/
users of AI algorithms’, though legal and technical mechanisms should be 
established to determine humans who make primary necessary arrangements 
for identified primary AI algorithms.10

This paper reviews current regulations and finds ways to resolve the 
relationship between ‘knowledge requirements’ and ‘no monitoring obligation’ 
in determining the liability of hosting service providers by comparing notice 
and takedown procedures in Europe, US and China. It also provides the 
interpretation of the meaning of ‘best efforts’ to prevent future uploads by 
hosting service providers as newly introduced in Article 17 of the Copyright 
Directive 2019. It proposes possible legal and technological solutions to improve 
the legal certainty for rightsholders and hosting service providers, and to strike 
a balance of interests among rightsholders, online content-sharing uploaders 
and hosting service providers.  It finally strives to establish an efficient and 
harmonised dispute resolution mechanism to resolve copyright-related disputes 
over the Internet with the assistance of AI in Europe, US and China. 

 THE RISE OF AI-ASSISTED CONTENT MODERATION AND 
ITS LEGAL IMPLICATIONS 

Understanding AI-assisted Content Moderation 

As artificial intelligence (AI) technology has been increasingly used to assist in 
the detection and moderation of illegal content uploads, an increasing number 
of social media platforms have integrated the AI-assisted content recognition 
tools into their copyright protection and self-enforcement services. For example, 
YouTube, an established social media platform, has offered a variety of copyright 
management tools to enable content holders/owners to detect and remove 
allegedly copyright infringing materials on their platform. These copyright 
management tools include ‘copyright takedown webform’, ‘copyright match 
tool’, ‘content verification programme and ‘content ID’ which may employ the 
same matching, automated filtering and content-recognition technology but 
involves a different process (i.e., a takedown request being a legal process) and 
requires a different level of management and resources.11 There are optional 
steps available for content holders/owners to consider before a takedown request 
legal process. 

For example, content holders/owners could use content-recognition software 
called ‘Content ID’ to check any uploads or resolve any copyright-protected 
content disputes. The author ran a test on YouTube in April 2022 and observed 
that the YouTube ‘Checks’ test runs after a video is uploaded, but before the user 
has decided to publish it and make it available publicly. When a very short clip 
(less than 15 seconds) containing copyrighted song, YouTube copyright check 

10 Wang, F (2022) ‘AI and Intellectual Property Rights: IPR Protection for AI-Created Work’ 
Speech at the Evidence Meeting of AI and Intellectual Property Rights: IPR Protection for AI-Created 
Work for All-Party Parliamentary Group (APPG), 24 January 2022 <https://www.youtube.com/
watch?v=E3wMWldnIPM> last accessed 20 April 2022.
11 Overview of copyright management tools, available at <https://support.google.com/youtube/
answer/9245819?hl=en-GB&ref_topic=9282364#zippy=%2Ccopyright-match-tool> last accessed 
20 April 2022.
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stated, ‘No issues found’. When a 2-minute video containing a copyrighted audio 
track was uploaded, YouTube copyright check stated, ‘Copyright claim found. 
The copyright owner is allowing you to use the claimed content and will run ads 
on your video’. If the same audio song track was uploaded as background music 
but with a recorded personal commentary to the track audio, the same check 
result showed. Finally, the copyright summary and status detail the name of the 
artist and track name, explains the video cannot be monetised by the uploader 
(ad revenue will be paid to copyright owner) and lists the time range that 
contains the copyrighted audio.12 Such copyright check service appears to show 
that YouTube has conducted a general monitoring obligation on their platform, 
and the algorithms used could not detect any ‘fair use’ automatically.  

 Nevertheless, a content ID claim is not a copyright strike, so when content 
creators/generators receive a Content ID claim, it means that their video and 
audio uploads have been found to contain potentially copyright infringing 
materials after being automatically checked. The content creators will be given 
three choices: trim out segment, replace or mute audio.13 Otherwise, they can 
dispute the claim. If disputed, the notice will be sent to the content owner. While 
waiting for the dispute to be resolved, content creators could choose to wait to 
make their content go live or just publish it. If it is published, any revenue will 
be held until the dispute is resolved.14 The content owner can either accept or 
reject the claim. If rejected, the video creator can choose to accept or appeal. If 
the video creator’s appeal is rejected, the content owner may initiate a takedown 
notice. 

Most recently, YouTube has also introduced a copyright match tool to assist 
the notice and takedown procedure. This tool is only available to YouTube users 
who have submitted a valid copyright takedown request. It will automatically 
identify videos that are matches or potential matches of other videos on YouTube 
which allows content owners to review each matching video and consider 
whether it is within fair use, fair dealing or a similar exception to copyright.15 

 It is arguable how fair and efficient are these copyright-protected services 
provided by YouTube. For example, in a Contract Law lecture, short clips from 
the movie Shrek Forever After could be used to explain the basic theory of 
offer and acceptance by the lecturer.16 If the entire recorded lecture video was 
uploaded onto YouTube, it is most likely that the lecturer (or the uploader) will 
receive a Content ID Claim. He/she may also receive a copyright strike as a result 
of the copyright owner of Shrek Forever After submitting a takedown notice. If 
a Content ID Claim was issued, the uploader can still choose the disputed video 
to be live while waiting for the dispute to be resolved. However, if a copyright 
strike was notified resulting from a valid takedown notice, the entire recorded 
lecture video would be removed. This would be similar to a case concerning a 

12 Please note that hosting service providers change and update their technological functions on 
their platform all the time, so this test only represents the result in April 2022.
13 What is a Content ID claim? available at <https://support.google.com/youtube/an-
swer/6013276> last accessed 20 April 2022.
14 Ibid.
15 Use the Copyright Match Tool, available at <https://support.google.com/youtube/
answer/7648743> last accessed 20 April 2022.
16 This has been deployed in the author’s contract law lectures since 2011.
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Harvard law professor who had to defend fair use in the case of Lawrence Lessig v 
Liberation Music Pty Ltd.17 It was argued that using automated takedown requests/
notices often increase the number of requests/notices being wrongly flagged and 
investigated,18 and thus it may have a negative impact on manpower, cost and 
wellbeing for parties involved. 

 This brings about concern as to whether AI-assisted content recognition/
moderation tools can be used to accurately monitor or determine infringing 
content and send notices to content creators and rightsholders from a 
technological perspective. In the author’s opinion, it may not, because identifying 
a particular music track, video or image is a challenging problem for many 
reasons. Misrecognition of audio may occur if it is played at a different speed 
to the original, varies in equalisation or contains other audio components such 
as background sound or echo. Reasons for misrecognition of video may include 
playback speed, frame cropping, changes in colour or heavy compression.

Moreover, it was debated as to whether such AI-assisted filtering software 
can meaningfully assess any fair use for copyrighted content.19 For example, 
nowadays, video game players may record Let’s Play (LP) videos streaming 
their game play with their own commentaries. 20 Such Let’s Play videos may 
reveal the graphics of the actual games and the gamers’ faces. Such game review 
videos could be blocked by YouTube by automated content filtering systems, 
which may cause users stress and frustration, time loss and economic harm. 
Some game players may choose to do live streaming video reviews instead 
to circumvent the chance of being wrongly identified and blocked, as it is 
more challenging for automated filtering systems to detect Let’s Play videos 
and match them against a database of copyright-protected work while live 
streaming. However, such circumventing measures could be with very limited 
effect, because live streamed YouTube videos may be available as regular videos 
once live streaming has ended.

In the author’s opinion, this is another crucial reason as to why AI-assisted 
content recognition/moderation tools cannot accurately monitor or determine 
infringing content, in particular live streaming. Currently AI technology has 
very limited ability to understand different context (for example a context of 
fair use), and this may not be resolved in the foreseeable future. That is, fair use 
typically involves reproduction of a limited portion of an original work for a 
justifiable reason. Looking into the US legislation as an example, there are four 
consideration factors to determine fair use to unauthorised work of copyrighted 
work, which include the purpose and character of the use (i.e., educational use); 
the nature of the copyrighted work; the amount and substantiality of the portion 

17 Case 1:13-cv-12028, Lawrence Lessig v Liberation Music Pty Ltd, 22 August 2013, United States 
District Court for the District of Massachusetts.
18 Williams, J (2015) ‘Absurd Automated Notices Illustrate Abuse of DMCA Takedown 
Process’ Electronic Frontier Foundation 24 February 2015, available at < https://www.eff.org/
deeplinks/2015/02/absurd-automated-notices-illustrate-abuse-dmca-takedown-process> last 
accessed 20 April 2022.
19 Mingrone, D, Uriarte, RL and Sokova, M (2020) ‘Copyright Office’s DMCA Report Raises 
an Interesting Question: Does a Computer Know What Is Fair?’ 37 (10) The Computer & Internet 
Lawyer 3.
20 ‘How to Make Let’s Play Videos: The Complete Guide’ <https://www.videostudiopro.com/
en/tips/lets-play/> last accessed 20 April 2022.
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used against the entire work; and the effect of such use (i.e., market value). 

21 It was noted that in industries there were attempts to ‘incorporate fair use 
metrics into copyright policing algorithms, both to protect against automated 
overdeterrence and to inform users of their compliance with copyright law’ but 
with very limited success.22

The determination of fair use in a borderless digital environment is a complex 
process, as it will be subject to different national laws. In addition, its assessment 
also needs to be contextual on a case-by-case basis. An AI algorithm would be 
able to determine which portion of the original work has been reproduced and 
therefore calculate the total proportion that had been reproduced. This may be 
one factor in determining fair use. Identifying the reason for the reproduction 
may be far harder for an AI algorithm to determine. For example, identifying 
that a detailed commentary followed a reproduced movie clip would require 
an understanding of not just the words, but the context of the commentary 
relating to the clip. Likewise, if an audio clip was reproduced for the purpose of 
providing a professional sounding video intro, it would also be difficult for an 
AI algorithm to determine whether this was the case. 

Taking into consideration the constraints of accuracy in AI technology in 
assessing illegal content online, it further encourages consideration as to whether 
the current legislation or legislative proposals support the use of AI-assisted 
‘automated filtering software’ and ‘automated content moderation tools’ to 
tackle copyright-protected content infringement issues, and if so, whether the 
current rules and provisions are clear and appropriate to create legal certainty. 

Legislative Trends on AI-assisted Content Moderation

The deployment of AI-assisted content moderation software tools has raised 
legal implications because such moderation activities may result in a hypothesis 
that hosting service providers monitor online content to gain knowledge of any 
illegal activities on their social media platforms. If hosting service providers 
monitor online content and gain actual knowledge of illegal content, they may 
risk loss of the exemption on liability of hosting services under current legislation 
in the US and Europe. For example, the EC E-commerce Directive 2000 and UK 
E-Commerce Regulation 2002 (now ‘The Electronic Commerce (Amendment 
etc.) (EU Exit) Regulations 2019’) were the first regulations in Europe to deal 
with intermediary liability protection including hosting social media platforms 
and online marketplace platforms. It prohibits imposing intermediaries with 
general monitoring obligations but grants intermediaries with responsibilities 
to remove illegal content expeditiously upon obtaining actual knowledge or 
awareness under the ‘notice and takedown’ regime.23 Such procedures can apply 
horizontally to take down any illegal content on online platforms including 
the sale of counterfeit goods, the distribution of defamatory or personal data 
privacy materials, or the sharing of unauthorised copyright-protected materials. 
It was criticised that the notice and takedown procedure under EC Directive on 

21 17 USC § 107.
22 Burk, DL(2019) ‘Algorithmic Fair Use’ 86(2) The University of Chicago Law Review 283.
23 EC Directive on Electronic Commerce 2000, Articles 12-15. UK Regulation on E-Commerce 
2000, Article 19.
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Electronic Commerce does not strike a fair balance between the fundamental 
rights of three parties – rightsholders, hosting service providers and uploaders, 
because Article 14(1) of E-commerce Directive does not provide procedural rules 
to require a hosting service provider to apply an adversarial procedure and a fair 
trial for uploaders before reacting to a takedown notice.24 Regardless of lacking 
procedural rules for the notice and takedown regime under the EC Directive 
on Electronic Commerce, in practice some social media platforms may choose 
to adopt courtesy functions, which enable content owners, creators/uploaders 
and hosting service providers to review the alleged illegal content before they 
dismiss, disable or remove the alleged content.

In the EU, the European Commission has continued working on the 
improvement of notice and takedown (also known as ‘notice and action’) 
procedure. In 2018 the European Commission adopted a Recommendation on 
measures to effectively tackle illegal content online, which recommends that 
online platforms apply easy and transparent rules for illegal content notification 
(for example, fast-track procedures for ‘trusted flaggers’), whereas content 
creators/providers should be given an opportunity to challenge any takedown 
decision to ‘avoid unintended removal of legal content’.25 

More recently, the Council  and European Parliament reached a political 
agreement to adopt the European Commission’s proposed Digital Services Act 
2020 to amend the EC Directive on Electronic Commerce, and harmonise notice 
and action procedures for individuals and entities to notify any illegal content 
to online platforms exclusively by electronic means in an ‘easy to access’ and 
‘user-friendly’ environment.26 The Regulation on a single market for digital 
services (Digital Services Act) published by the Council on 15 June 2022 further 
amended some wording of the proposed Digital Services Act 2020 including the 
notice and action procedures in that notification of illegal content should include 
the ‘exact electronic location’ of the alleged content along with ‘a sufficiently 
substantiated explanation of the reasons’ of such allegation and take actions 
without undue delay.27 [emphasis added]

Regulation on a single market for digital services (Digital Services Act) 2022 
affirms the position of the proposed Digital Service Act 2020 which further 
proposes appropriate measures to tackle illegal content online and enable users 
to flag issues and online platforms to work with trusted flaggers/entities in a 

24 Wallberg, K (2017) ‘Notice and takedown of counterfeit goods in the Digital Single Market: 
a balancing of fundamental rights’ 12(11) Journal of Intellectual Property Law & Practice 922 at 933.
25 Communication from the Commission to the European Parliament, the Council, the European 
Economic and Social Committee and the Committee of the Regions – ‘Tackling Illegal Content 
Online: Towards an enhanced responsibility of online platforms’ COM(2017) 555 final, Brussels, 
28.9.2017 <https://ec.europa.eu/digital-single-market/en/illegal-content-online-platforms> last accessed 
20 April 2022.
26 Proposal for a Regulation of the European Parliament and of the Council on a Single Market For 
Digital Services (Digital Services Act) and amending Directive 2000/31/EC, COM/2020/825 final, 
Recitals (40) and (41); and Article 14. See also ‘Press Release: Digital Services Act: Commission 
welcomes political agreement on rules ensuring a safe and accountable online environment’, 
Brussels, 23.4.2022 < https://ec.europa.eu/commission/presscorner/detail/en/ip_22_2545> last accessed 
14 October 2022.
27 Regulation on a single market for digital services (Digital Services Act), 15 June 2022 < https://
data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf> last accessed 14 October 2022. See 
Recitals (40), (41a) and Article 14.
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timely, diligent and objective manner,28 though it further restricts the overall 
number of trusted flaggers that can be awarded, and places legal duties on those 
trusted flaggers to be ‘in a diligent, accurate and objective matter’ [emphasis 
added].29  Regulation on a single market for digital services (Digital Services Act) 
2022 also  supports the position of the proposed Digital Service Act 2020 which 
restates the prohibition of imposing general monitoring obligations.30 Regulation 
on a single market for digital services (Digital Services Act) 2022 upholds the 
position of the proposed Digital Service Act for the use of automated means 
(such as ‘automated content moderation tools used by platforms’) for notice 
and takedown processing or decision-making,31 though it further clarifies that 
human review is required as online platforms should not make decisions solely 
based on results by automated means.32 This emphasizes  a requirement that 
decisions should be reviewed and concluded by a natural person.

It is arguable that although the Copyright Directive 2019 ‘does not impose 
upload filters nor does it require user-uploaded platforms to apply any specific 
technology to recognise illegal content’,33 the Copyright Directive in 2019 
may still appear to encourage hosting service providers to use technological 
measures (such as ‘content recognition technologies’34 which is also known 
as ‘automated content recognition tool’35 or automated filtering systems) to 
detect illegal content to avoid liability, which may appear to contradict with 
the principle of prohibiting imposing ‘general monitoring obligations’ as set 

28 Proposal for a Regulation of the European Parliament and of the Council on a Single Market 
For Digital Services (Digital Services Act) and amending Directive 2000/31/EC, COM/2020/825 
final, Recitals (46) and (58); and Article 19.
29 Regulation on a single market for digital services (Digital Services Act), 15 June 2022 < https://
data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf> last accessed 14 October 2022.  
Recitals (46), (59a) and Article 19.
30 Proposal for a Regulation of the European Parliament and of the Council on a Single Market 
For Digital Services (Digital Services Act) and amending Directive 2000/31/EC, COM/2020/825 
final, Pre-session (3) and Recital (28); and Article (7). See also Regulation on a single market 
for digital services (Digital Services Act), 15 June 2022 < https://data.consilium.europa.eu/doc/
document/ST-9342-2022-INIT/x/pdf> last accessed 14 October 2022. Recitals (30), (67) and Article 
7.
31 Proposal for a Regulation of the European Parliament and of the Council on a Single Market 
For Digital Services (Digital Services Act) and amending Directive 2000/31/EC, COM/2020/825 
final, Recital (42), Article 14(6), and 15(2)(c). See also Regulation on a single market for digital 
services (Digital Services Act), 15 June 2022 < https://data.consilium.europa.eu/doc/document/
ST-9342-2022-INIT/x/pdf> last accessed 14 October 2022. Recital (44)
32 Proposal for a Regulation of the European Parliament and of the Council on a Single Market 
For Digital Services (Digital Services Act) and amending Directive 2000/31/EC, COM/2020/825 
final, Article 17(5). See also Regulation on a single market for digital services (Digital Services 
Act), 15 June 2022 < https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf> 
last accessed 14 October 2022, Recital (44).
33 Questions and Answers – New EU copyright rules, 4 June 2021 < https://ec.europa.eu/
commission/presscorner/detail/en/QANDA_21_2821> last accessed 20 April 2022.
34 ‘Effective Content Recognition Technologies’ were proposed in Article 13(1) within Chapter 2 
‘Certain uses of protected content by online services’ in the Proposal for a Directive of the European 
Parliament and of the Council on copyright in the Digital Single Market, COM/2016/0593 final, 
14.9.2016. However, such wording was removed in the final adopted Copyright Directive 2019 in 
its Chapter 2 ‘Certain uses of protected content by online services’.
35 Communication from the Commission to the European Parliament and the Council: Guidance 
on Article 17 of Directive 2019/790 on Copyright in the Digital Single Market, COM(2021) 288 
final, 4 June 2021, Section VI.
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out in the EC E-Commerce Directive and the Digital Service Act 2022. This is 
due to the wording set out in the Copyright Directive 2019 in its Article 17 (4)
(c) which provides that ‘if no authorisation is granted, online content-sharing 
service providers shall be liable for unauthorised acts of communication to the 
public, including making available to the public, of copyright-protected works 
and other subject matter, unless the service providers demonstrate that they 
have: (c) acted expeditiously, upon receiving a sufficiently substantiated notice 
from the rightsholders, to disable access to, or to remove from their websites, the 
notified works or other subject matter, and made best efforts to prevent their 
future uploads.’36 [emphasis added] Although the European Commission has 
clarified that the ‘best efforts’ obligation does not specify any specific means 
or technology,37 it is not clear how it is possible to prevent any future uploads 
without monitoring in line with the principle of prohibiting imposing ‘general 
monitoring obligations’. It was argued that Article 17 of the EC Copyright 
Directive 2019 may place additional burden on hosting service providers to 
demonstrate their best efforts by using more stringent content recognition 
algorithms to scan users’ content ‘more rigorously and pre-emptively’.38 In 
the most recent CJEU case of 26 April 2022, the Republic of Poland asked to 
annul Article 17 of the EC Copyright Directive 2019, arguing that Article 17(4)
(b) and (c) ‘carry out preventive monitoring of all the content which their users 
wish to upload’. 39 It explains that in order to demonstrate their best efforts to 
prevent future re-uploads, ‘service providers must use IT tools which enable the 
prior automatic filtering of that content. By imposing de facto such preventive 
monitoring measures on online content-sharing service providers, without 
providing safeguards to ensure that the right to freedom of expression and 
information is respected, it is claimed that the contested provisions constitute 
a limitation on the exercise of that fundamental right, which respects neither 
the essence of that right nor the principle of proportionality and which cannot, 
therefore, be regarded as justified’.40

   In the UK, general monitoring obligations are still prohibited and there 
is no legal requirement on the use of automated filtering software for illegal 
content detection. In 2020, the UK Government Online Harm White Paper 
affirms its unchanged position on notice and takedown procedures and no 
general monitoring obligation from hosting services after Brexit.41  That is, the 
UK government upholds the liability protection that for companies that host 

36 Directive (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019 on 
copyright and related rights in the Digital Single Market and amending Directives 96/9/EC and 
2001/29/EC, OJ L 130, 17.5.2019, p. 92–125. Article 17(4)(c).
37 Questions and Answers – New EU copyright rules, 4 June 2021 < https://ec.europa.eu/
commission/presscorner/detail/en/QANDA_21_2821> last accessed 20 April 2022.
38 Tie, A. (2020) ‘Copyright law issues in the context of video game Let’s Plays and livestreams’ 
3(2) Interactive Entertainment Law Review 121 at 128.
39 CJEU Case C‑401/19, ACTION for annulment under Article 263 TFEU, brought on 24 May 
2019, Republic of Poland v European Parliament and Council of the European Union, Judgment of the 
Court (Grand Chamber) 26 April 2022, para. 24.
40 CJEU Case C‑401/19, ACTION for annulment under Article 263 TFEU, brought on 24 May 
2019, Republic of Poland v European Parliament and Council of the European Union, Judgment of the 
Court (Grand Chamber) 26 April 2022, para. 24.
41 ‘Consultation Outcome - Online Harms White Paper: Full government response to the 
consultation’ UK Government, 15 December 2020. 
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user-generated content on their online services, there will continue to be a ‘notice 
and takedown’ regime where the platform must remove illegal content that 
they become aware of or risk incurring liability in the light of the E-Commerce 
Regulation 2002. In addition, hosting service providers will not be obliged to 
carry out general monitoring on their online services because this may cause a 
disproportionate burden on service providers and inflict harm on freedom of 
expression and user privacy.42 However, the UK decided not to implement the 
new Copyright Directive 2019, even though the Copyright Directive in the EU 
is coupled and interlinked with the EC Directive on Electronic Commerce in 
dealing with online copyright-protected content infringement. 

In the US,  the notice and takedown procedure (known as the ‘safe harbour’ 
provisions) is provided by the Digital Millennium Copyright Act (DMCA) to 
protect online intermediaries from legal liability.43 Such procedure can be 
horizontally applied to take down any online infringing materials including the 
sale of counterfeit goods but not just for copyright protected content,44 despite 
there is no equivalent safe harbour provisions under the Lanham Act.45 US Digital 
Millennium Copyright Act (DMCA) in its Section 512(m) also imposes no duty 
on a service provider  to ‘monitor its service or affirmatively seek facts indicating 
infringing activity, except to the extent consistent with a standard technical 
measure’.46 It was explained by the US Copyright Office that if automated 
filtering technology flags repeated infringers, such infringers should be referred 
for human review, because the rule of no general monitoring obligation does not 
mean that online service providers ‘may simply ignore information of potential 
repeated infringement on their system once obtained’.47 In this regard, the US 
Copyright Office is in line with the current legislative proposals and court 
judgements in the EU, supporting the use of automated filtering technology.48

In China, the notice and takedown procedure has been regulated by 
E-Commerce Law of the People’s Republic of China, adopted in 2018 and 
enforced in 2019 (hereafter ‘China E-Commerce Law 2019’).49 In its Article 42, 
it provides that an IPR holder could notify any content infringement to the 
e-commerce operator, however such notice must include prima facie evidence, 
whilst upon the receipt of such notice, the e-commerce platform operator 

42 Ibid.
43 US Digital Millennium Copyright Act (DMCA), Section 512.
44 Tiffany (NJ) Inc. v. eBay Inc. 600 F.3d 93 (2nd Cir. 2010).
45 Ballon, I. C. (2019) E-Commerce & Internet Law: Treatise with Forms (2nd ed) Thomson/West 
Publishing 135.
46 US Digital Millennium Copyright Act (DMCA), Section 512(I)(2). ‘The term “standard 
technical measures” means technical measures that are used by copyright owners to identify 
or protect copyrighted works and - (A) have been developed pursuant to a broad consensus of 
copyright owners and service providers in an open, fair, voluntary, multi-industry standards 
process; (B) are available to any person on reasonable and non-discriminatory terms; and (C) 
do not impose substantial costs on service providers or substantial burdens on their systems or 
networks.’)
47 ‘Section 512 of title 17: A Report of the Register of Copyrights’, United States Copyright 
Office, May 2020, p.3.
48 Joined Cases C-682/18 and C-683/18, Frank Peterson v Google LLC and Others and Elsevier Inc.v 
Cyando AG, Judgment of the Court (Grand Chamber) of 22 June 2021.
49 People’s Republic of China E-Commerce Law 2019, Articles 41-46.
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should ‘take such necessary measures as deletion, blocking, disabling the 
link, termination of transaction and service’ in a timely manner.50 Comparing 
with the relevant legislation in the UK, EU and US, this Article 42 of China 
E-Commerce Law 2019 provides the threshold of liability, instead of providing 
general liability exemption like other countries. It stipulates that an IPR holder’s 
wrong notice may result in civil liability or double liability depending on the 
severity, whilst an ‘e-commerce platform operator’ may bear the joint and 
several liability for magnified damage, due to undue delay in taking necessary 
measures, along with ‘operators on platform’ who are allegedly engaging in 
content infringing activities.51 An e-commerce platform operator should be 
understood as an e-commerce service provider or ‘hosting service provider’ (as 
used in EC Directive on Electronic Commerce, Article 14) , whilst operators on 
platform should be understood as the content generators/providers on platform, 
‘subscribers’ on platform (as used in US DMCA, Section 512), or ‘the recipient of 
the service’ (as used in EC Directive on Electronic Commerce, Article 14).

If operators on platform submit a counter notice (‘a statement of no 
infringement’) with prima facie evidence to the e-commerce platform operator, 
an IPR holder should be informed about his/her right to file a complaint to 
relevant competent authorities or bring a lawsuit in courts.52 Comparing with 
relevant legislation in the UK and EU which is currently unclear on the counter 
notice procedures,53 the provision in Article 43 of the China E-Commerce Law 
2019 provides an additional timeframe to enable the e-commerce operator 
to lift any measures taken, in that ‘ if the e-commerce platform operator has 
not received any notice within fifteen days as of the arrival of the forwarded 
statement at the IPR holder that the right holder has filed a complaint or lawsuit, 
it shall immediately stop the measures it has taken’.54 Such timeframe is helpful 
to reduce the legal uncertainty as to how the e-commerce platform operator 
should react upon receipt of a counter notice. This is also in line with the current 
legislation in the US Digital Millennium Copyright Act (DMCA) that ‘unless the 
copyright owner files an action seeking a court order against the subscriber, the 
service provider must put the material back up within 10-14 business days after 
receiving the counter notification.’55 

Another comparable feature of China E-Commerce Directive 2019 with 
corresponding UK, EU and US legislation is that it applies the knowledge 
standard to determination of the liability of an e-commerce platform operation. 
Under the knowledge standard, the e-commerce platform operator should be 

50 China E-Commerce Law 2019, Article 42. See the English version <https://ipkey.eu/sites/default/
files/documents/resources/PRC_E-Commerce_Law.pdf> last accessed 20 April 2022.
51 Ibid. 
52 China E-Commerce Law 2019, Article 43. See the English version <https://ipkey.eu/sites/default/
files/documents/resources/PRC_E-Commerce_Law.pdf> last accessed 20 April 2022.
53 Reform of the EU liability regime for online intermediaries - Background on the forthcoming 
digital services act, European Parliamentary Research Service, May 2020 < https://www.europarl.
europa.eu/RegData/etudes/IDAN/2020/649404/EPRS_IDA(2020)649404_EN.pdf> last accessed 20 
April 2022.
54 China E-Commerce Law 2019, Article 43. See the English version <https://ipkey.eu/sites/default/
files/documents/resources/PRC_E-Commerce_Law.pdf> last accessed 20 April 2022.
55 The Digital Millennium Copyright Act of 1998, U.S. Copyright Office Summary, December 
1998 < https://www.copyright.gov/legislation/dmca.pdf> last accessed 20 April 2022.
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liable only if it knows or should know any infringing or illegal activities and 
does not take necessary or appropriate measures expeditiously.56 The underlying 
differences among the rule of the knowledge standard among China, the UK, 
EU and US are that the UK, EU and US, different from China, emphasize that 
such knowledge must be actual, though there is no harmonised interpretation 
as to what constitutes ‘actual knowledge’ in judicial cases or regulations. The US 
Copyright Office provides limited interpretation to ‘actual knowledge’ being ‘the 
requisite level of knowledge’ of infringing materials by the service provider.57 
In the EU, the notice and takedown procedure also lacks clarity as there is no 
definition of ‘actual knowledge’ and no benchmark on the determination of 
‘illegal activities’.58 In 2011, the European Court of Justice (CJEU)  interpreted the 
knowledge standard by differentiating the roles of intermediaries as ‘passive’ 
or ‘active’, which means that an operator has no actual knowledge where the 
‘operator has not played an active role allowing it to have knowledge or control 
of the data stored’.59 The Court further explains that the operator only plays an 
active role ‘when it provides assistance which entails, in particular, optimising 
the presentation of the offers for sale in question or promoting them’. 60 

  However, further clarification on how to determine an active or passive 
role should be provided, because an active or passive role may not just relate 
to the level of knowledge, but also the actions and manners demonstrated by 
hosting service providers. That is, according to Article 14 of the EC E-commerce 
Directive:

Where an information society service is provided that consists of the 
storage of information provided by a recipient of the service, Member 
States shall ensure that the service provider is not liable for the information 
stored at the request of a recipient of the service, on condition that:

(a) the provider does not have actual knowledge of illegal activity or 
information and, as regards claims for damages, is not aware of facts or 
circumstances from which the illegal activity or information is apparent; 
or

(b) the provider, upon obtaining such knowledge or awareness, acts 
expeditiously to remove or to disable access to the information.61 [emphasis 
added]

56 China E-Commerce Law 2019, Articles 42 and 45; EC Directive on Electronic Commerce 2000, 
Article 14; and the US Digital Millennium Copyright Act (DMCA), Section 512(c).
57 The Digital Millennium Copyright Act of 1998, U.S. Copyright Office Summary, December 
1998 < https://www.copyright.gov/legislation/dmca.pdf> last accessed 20 April 2022.
58 Reform of the EU liability regime for online intermediaries - Background on the forthcoming 
digital services act, European Parliamentary Research Service, May 2020 < https://www.europarl.
europa.eu/RegData/etudes/IDAN/2020/649404/EPRS_IDA(2020)649404_EN.pdf> last accessed 20 
April 2022.
59 EJCU Case C-324/09 L’Oréal SA and Others v eBay International AG and Others, Judgment of the 
Court (Grand Chamber) of 12 July 2011, para 145 (6).
60 EJCU Case C-324/09 L’Oréal SA and Others v eBay International AG and Others, Judgment of the 
Court (Grand Chamber) of 12 July 2011, para 145 (6).
61 EC Directive on Electronic Commerce 2000, Article 14(1).
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Three core interconnecting factors for the determination of a hosting service 
provider’s liability are provided as ‘actual knowledge’; actions (to ‘remove/
disable’) and manners (‘expeditiously’).62 The determination of intermediaries’ 
active or passive roles may interrelate to these three components simultaneously 
and requires further clarification to avoid legal fragmentation and uncertainty 
for hosting service providers.

 One of the fundamental differences of the safe harbour regime in China, 
comparing with the UK, EU and US is that there is no explicit provision 
confirming that the e-commerce platform operator has ‘no general monitoring 
obligation’ on their platform. China E-Commerce Law 2019 is also silent on the 
legality in using automated filtering software (such as AI algorithms) to detect 
illegal content and take actions automatically. Based on the wording of China 
E-Commerce 2019, it could be interpreted that the e-commerce operator has no 
general monitoring obligation, because necessary measures to delete or disable 
infringing materials, would only be initiated by the operator upon the receipt of 
a manual notification from IPR holders with prima facie evidence.

 In any case, the deployment of notice and takedown procedures with no 
general monitoring obligation from hosting services in the UK, EU and US 
has raised concerns over the effectiveness of tackling illegal content uploads, 
in particular with the use of AI-assisted content moderation tools, because (1) 
hosting service providers may receive a large volume of notice requests which 
place them with an unreasonable burden and are unrealistic to handle;63 (2) once 
an approved illegal content is taken down, the same content may be uploaded 
repeatedly; or (3) hosting service providers may not have the incentives to 
arrange licensing agreements as they may profit from the dissemination of 
illegal uploads. In order to improve the efficiency and effectiveness of the 
notice and takedown procedures, the interpretation of knowledge standard/
requirements and the threshold of allowance and limitation on ‘monitoring’ 
need to be further clarified in law and courts. Thus, it is crucial to determine 
an appropriate relationship between ‘knowledge requirements’ and ‘no general 
monitoring obligation’.

RESOLVING THE RELATIONSHIP OF ‘KNOWLEDGE 
REQUIREMENTS’ AND ‘NO GENERAL MONITORING’ 

Further Determination of the Knowledge Standard64 

In order to resolve the relationship between ‘knowledge requirements’ and ‘no 
general monitoring obligation’, the underlying rational and interconnection of 
such concepts should be examined in relevant context. The assessment of the 

62 Wang, F (2012) ‘Response to Public Consultation on Procedures for Notifying and Acting on 
Illegal Content hosted by Online Intermediaries’ (December 2012) Issue 91 Journal of Intellectual 
Property Forum, 93 at 95.
63 For example, between 2012 to 2022, there were 5,589,764,758 URL requests for content 
delistings due to copyright. See Google Transparency Report < https://transparencyreport.google.
com/copyright/overview?hl=en_GB> last accessed 20 April 2022.
64 This section is partly an update from the author’s paper: Response to Public Consultation 
on Procedures for Notifying and Acting on Illegal Content hosted by Online Intermediaries 
(December 2012) Issue 91 Journal of Intellectual Property Forum, 93-98.
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knowledge standard of the hosting service provides for illegal content may 
relate to how and what the hosting service provider is notified, relating to but 
not limited to factors such as format, content and technological appropriation. It 
was flagged up that the EC Directive on Electronic Commerce has not addressed 
the requirements regarding the means of communication, format and content 
of notification, and although the Court of Justice of the European Union (CJEU) 
in L’Oréal and Others v eBay indicated that a notice should be sufficiently precise 
or adequately substantiated to have effect, the court has not indicated the 
requirements of meeting such purpose.65

Without the use of AI-assisted automated content moderation tools to 
detect and moderate illegal activities on social media platforms, hosting service 
providers need to be informed by IPR holders to acquire ‘actual knowledge’ 
and ‘awareness’ of any illegal activity. Such notification is done manually. 
The communication format of notification could be by post, email, fax or via 
interactive webpage. The content format of notification should include evidence 
that is sufficient so as to ‘determine the requisite level of knowledge by the 
service provider’.66 

Courts also have taken the view that a notification of illegal content is usually 
required to be in a prescribed format to make the hosting service provider 
aware of alleged illegal content. For example, in the EU, the Court of Justice of 
the European Union in the recent case of L’Oréal and Others v eBay ruled that 
if notifications of allegedly illegal activities or information may turn out to be 
insufficiently precise or inadequately substantiated, hosting service providers 
may not be able to identify the illegality and take actions expeditiously to 
remove or disable access.67 In the US, in Hendrickson v eBay Inc., it was held 
that it was inadequate to simply provide eBay with the movie’s title without 
specifying the eBay item numbers’ listings.68 In other words, information or 
evidence regarding the alleged illegal content should be prima facie, sufficiently 
precise and adequate substantiated for hosting service providers to gain ‘actual 
knowledge’ and ‘awareness’ of illegal activities. In China, prima facie evidence 
is required to provide along with the notification of illegal activities.69

To enhance this, in practice, some hosting service providers have voluntarily 
put in place technical mechanisms/systems for the ‘notice and takedown’ process. 
For example, it is notable that eBay has developed the Verified Rights Owner 
(VeRO) program – a filter program - that is intended to provide IPR holders or 
their representative a mechanism to report listings of any potential infringing 
materials. 70 Before 2012, it required that the complainant fill out the standard 
Notice of Infringement form specifying the allegedly infringing listings and 

65 A Clean and Open Internet: Public Consultation on Procedures for Notifying and Acting on Illegal 
Content hosted by Online Intermediaries, European Commission, 4 June 2012, 10. 
66 The Digital Millennium Copyright Act of 1998, U.S. Copyright Office Summary, December 
1998 < https://www.copyright.gov/legislation/dmca.pdf> last accessed 20 April 2022.
67 Case C-324/09, L’Oréal and Others v eBay, Court of Justice of the European Union, Luxembourg, 12 
July 2011, para. 122.
68 165 F Supp 2d 1082 (CD Cal 2001).
69 China E-commerce Law 2019, Articles 42 and 43.
70 eBay VeRo Program information <http://pages.ebay.co.uk/vero/notice.html> last accessed 20 
April 2022.
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infringed works and completing with an original authorised signature, and fax 
it to eBay. Nowadays, IPR holders or their representatives could simply fill in 
a PDF form of the Notice of Claimed Infringement, and email or fax to eBay.71 
Ebay also provides a pre-filling system to help IPR holders or representatives 
to list alleged infringing materials with product details and protos that can be 
added from the Amazon catalogue including ‘the UPC, ISBN, part number, or 
the product name of item’.72 

Unlike  eBay, Amazon introduced their self-regulated ‘notice and takedown’ 
procedures to deal with rights infringement, providing an interactive webpage 
for rights holders or their representatives to report infringement to fill in an 
online form and then click ‘submit’ once completed.73 The Amazon Report 
Infringement page provides the list of information required for such notification 
including ‘name of brand, mark, or protected element’, ‘a written description of 
the copyrighted work’, ‘A link to the copyrighted work’, and ‘the ASIN (Amazon 
Standard Identification Number) or the URL of each product’ that is reported.74 
Similar to Amazon, Facebook also provides an interactive webpage for rights 
holders to submit a Copyright Report Form or Trademark Report Form including 
‘links (URLs) leading directly to the specific content’ that is reported.75

 In recent years, hosting service providers have been updating reporting 
services for potential content infringement on their platforms. The reporting 
services have become more user-friendly, for example, by moving from 
exclusive notification by fax and post, to electronic notification such as by email 
or via an interactive webpage. Making the ‘notice and takedown’ procedures 
as user-friendly as possible is of fundamental importance as this is one of the 
most effective ways to promote the usage of such system to protect users and 
other rights holders’ rights and at the same time minimize the possibility of the 
avoidance of responsibilities by hosting service providers. It is incontrovertible 
that having a fair procedure in place by which users can easily notify illegal 
content to hosting service providers will not only boost users’ confidence in using 
online marketplaces but also help service providers gain a good reputation. 

Accordingly, the possible interpretation of the requirements of ‘sufficiently 
precise or adequately substantiated’76 can be proposed as that (a) a notice 
should contain details of the identification of the sender, although hosting 
service providers should not disclose the sender’s personal details to other 
parties without informed consent except being requested by crime investigation 
authorities; and (b) a notice should include sufficient evidence, specifying precise 
locations and details of the alleged illegal content including but not limited to an 
URL, itemised number and detailed description of the alleged illegal nature of 

71 eBay Verified Rights Owner Program <https://pages.ebay.com/seller-center/listing-and-
marketing/verified-rights-owner-program.html#m22_tb_a1__2> last accessed 20 April 2022.
72 Ibid.
73 Amazon Report Infringement <https://www.amazon.co.uk/report/infringement > last 
accessed 20 April 2022.
74 Ibid.
75 Reporting a Violation or Infringement of Your Rights <https://www.facebook.com/help/
contact/634636770043106> last accessed 20 April 2022.
76 Case C-324/09, L’Oréal and Others v eBay, Court of Justice of the European Union, Luxembourg, 
12 July 2011, para. 122.
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the content; and (c) hosting service providers should acknowledge the receipt of 
a notification and provide clear following steps. 

With the use of AI-assisted automated content moderation tools to detect and 
moderate illegal activities on social media platforms (e.g., YouTube Content ID 
and Copyright Matching Tool as discussed above), at an initial stage, copyright 
owners could use the AI-assisted recognition and filtering software to detect 
any potential infringement to their copyright-protected content by content 
creators. If detected, content creators will be notified and given an opportunity 
to review and take actions. Comparing with the non-usage of automated content 
moderation tools, hosting service providers do not need to get involved to 
communicate with both parties to resolve the disputes, as both parties would 
be able to communicate directly via automated content moderation platform. 
That is, hosting service providers do not need to get involved in resolving the 
disputes manually but enable copyright owners and content creators to choose 
appropriate functions/actions as embedded in Content ID Claim software 
service to resolve the disputes by themselves. This is a voluntary procedure 
which is subject to self-regulatory rules, different from the ‘notice and takedown’ 
procedure. Thus, such voluntary procedure is not subject to any ‘notice and 
takedown’ legislation. It would be challenging for hosting service providers to 
ensure due process under such voluntary procedure governed by the terms of 
use of platforms rather than law.77 

There is also a gap to bring about legal certainty for such voluntary content 
recognition services provided by hosting service providers to minimize harmful 
effects to all parties involved. This is because, as discussed before, AI-assisted 
content recognition tools may not be able to understand lawful content within 
fair use. To avoid causing unreasonable repeated disruptions or psychological 
harm to lawful content users, legislation may be needed to regulate the conduct 
of using such voluntary AI-assisted content recognition tools. For example, 
on 21 April 2021, the European Commission released the Proposed Artificial 
Intelligence (AI) Act (hereafter ‘Proposed EU AI Act 2021’), which proposed a 
four-tiered risk framework including ‘minimal risk’, ‘limited risk’, ‘high risk’ to 
‘unacceptable risk’.78 Its Article 5 regulates unacceptable risk and prohibits certain 
AI practices such as an AI system ‘materially distorting a person’s behaviour’ 
which may cause ‘physical or psychological harm’; or lead to ‘detrimental or 
unfavourable treatment of certain natural persons or whole groups.79 It would 
be beneficial if AI-assisted content recognition tools could pass a risk assessment 
in the light of the appropriate regulations before they are provided by hosting 
service providers, even on a voluntary basis.

77 Bar-Ziv S and Elkin-Koren N (2018) ‘Behind the scenes of online copyright enforcement: 
Empirical evidence on notice & takedown’ 50(2) Connecticut Law Review 339 at 382.
78 Proposal for a Regulation of the European Parliament and of the Council laying down 
Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and amending Certain 
Union Legislative Acts, COM(2021) 206 final, 21 April 2021. See also Press Release: Europe fit for 
the Digital Age: Commission proposes new rules and actions for excellence and trust in Artificial 
Intelligence, 21 April 2021 < https://ec.europa.eu/commission/presscorner/detail/en/IP_21_1682> 
last accessed 20 April 2022.
79 Wang, F. (2021), ‘Legislative Developments on Cybersecurity in the EU in the Age of Artificial 
Intelligence’, in Sandeen, S.K., Rademacher, C and Ohly, A. (ed.), Research Handbook on 
Information Law and Governance, Edward Elgar Publishing, Chapter 17, 309–331 at 313. See 
also Proposed EU AI Act 2021, Article 5.
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In addition to the voluntary Content ID claim services, the content creators/
generators/uploaders will receive a copyright strike when copyright owners 
submit a complete and valid legal takedown request. This is considered as a 
formal legal process, and thus relevant ‘notice and takedown’ legislation will 
apply. At this formal ‘notice and takedown’ legal process, YouTube differentiate 
the requirements for copyright infringement notifications for non-video content 
and video content. For non-video content removal request, the current process 
is similar to that on eBay, in which copyright owners must include all relevant 
required information (including ‘specific URLs of the content in question’) and 
submit it by email, fax or post.80 For video removal request, copyright owners 
could use an interactive webpage (called ‘webforms’) to add the disputed video 
in the form and choose to either remove the video now or send a 7 day notice 
to remove the video on a takedown request. If the takedown request is valid, 
copyright owners could also use AI-assisted content recognition tools called 
‘Copyright Match Tool’ to detect any other potential matches, whilst YouTube 
claims to make its best efforts to prevent re-uploads or new uploads.81 The 
differences of such service from YouTube comparing with Amazon and Facebook 
are threefold:

a. To add the disputed video(s) directly on the webforms, which enables 
locating the sources accurately.

b. To choose an option to either remove the content immediately when 
the takedown request is valid; or to give the video uploader seven days of 
notice before his/her video is removed.

c. To detect other new uploads and prevent re-uploads using AI-assisted 
content recognition tools (i.e., Copyright Match Tool) if such service is 
opted for.

Apart from the add-on service on YouTube, the underlying ‘notice and 
takedown’ procedure is the same with or without the use of AI-assisted 
content recognition tools. In addition, if an uploader is given three copyright 
strikes within the set timeframe, the uploader’s channel may be terminated, the 
uploader’s videos will be removed, and the uploader may be prevented from 
creating new channels.82

Correspondingly, it appears that it is increasingly common that social media 
platforms use AI-assisted content recognition tools to help to form relevant 
knowledge concerning illegal content. Although as discussed before, legislative 
interpretation in Europe and the US has clarified that the hosting service 
providers would not be liable for any illegal content if they are not notified by 
rightsholders explicitly with appropriate evidence. However, if the use of such 
algorithmic tools to detect illegal content enables the hosting service provider to 
be notified by such algorithms automatically as details as that could be notified 

80 Requirements for copyright infringement notifications: Non-video content < https://support.
google.com/youtube/answer/9516993?hl=en-GB&ref_topic=9282363> last accessed 20 April 2022.
81 Use the Copyright Match Tool <https://support.google.com/youtube/answer/7648743> last ac-
cessed 20 April 2022.
82 Community Guidelines strike basics < https://support.google.com/youtube/answer/2802032> 
last accessed 20 April 2022.
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by rightsholders and meet the evidential requirement of ‘sufficiently precise 
and adequately substantiated’ in some cases (except for cases which require 
a fair use assessment), it may be argued that the notification of illegal content 
by algorithms may constitute actual knowledge or awareness of illegal content 
by the hosting service provider when such notification meets the format and 
content requirements of such notification. 

  Further legal concern may also be raised as to whether using such AI-
assisted content recognition tools on social media platforms may establish the 
presumption that hosting service providers have monitored illegal content and 
formed actual knowledge of such illegal activities, and if measures to remove 
or disable access was not taken expeditiously upon receipt of such knowledge, 
hosting service providers may be liable. In addition, YouTube appears to provide 
copyright owners with an option to opt for AI-assisted content recognition tools, 
which may be perceived as hosting service providers’ best efforts to prevent 
future re-uploads, however if such tools were to be applied on their platforms 
for all videos without copyright owners’ consent, it could be considered as 
conducting a general monitoring obligation.

Standard on No General Monitoring 

With the growing use of AI-assisted content moderation tools, there is need to 
determine hosting service providers’ liability by striking a balanced assessment 
among their knowledge level of illegal activities, best efforts to prevention and 
no general monitoring obligation. Currently, judicial cases and legislation do 
not appear to reflect on such balance. For example, in the most recent European 
Court of Justice (CJEU) joint cases of YouTube and Elsevier, the Court supports 
the use of automated filtering systems, and confirms that such use does not 
automatically constitute a general monitoring measure. It also affirms that in 
the light of Article 3 (1) of the Copyright Directive 2001 ‘the operator of a video-
sharing platform …on which users can illegally make protected content available 
to the public, does not make a ‘communication to the public’ of that content, … 
unless it contributes, beyond merely making that platform available, to giving 
access to such content to the public in breach of copyright.’83

 Although this judgement was not considered under Article 17 of the new 
Copyright Directive 2019, it nevertheless provides some clarification of what 
constitutes ‘contribution’ from the operators of online platforms to amount to an 
‘act of communication to the public’. One of the three contributing factors for the 
determination is that operators of online platforms ‘refrain from putting in place 
the appropriate technological measures’,84 as such it is most likely that operators 
of online platforms would choose to use automated filtering systems to mitigate 
their legal risks, even though there is no mandatory requirement in either the 
Copyright Directive 2001, or the new Copyright Directive 2019.

As a result, the Guidance on Article 17 of the new Copyright Directive being 
released on 4 June 2021, which affirms that ‘Article 17 should not be transposed 

83 Joined Cases C-682/18 and C-683/18, Frank Peterson v Google LLC and Others and Elsevier Inc.v 
Cyando AG, Judgment of the Court (Grand Chamber) of 22 June 2021, para 145 (1).
84 Ibid.
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or applied in a way, which leads to any general monitoring obligation’,85 but 
the Guidance still does not provide a definition of the notion of ‘best efforts’, 
or give clear examples as to how the operators of online platforms can avoid a 
general monitoring obligation by using automated filtering systems and making 
best efforts to prevent any future uploads of infringing content. Instead, the 
Guidance clarifies that ‘in line with Article 17(4)(b), the best efforts are only to be 
made to ensure the unavailability of specific works and other subject matter for 
which the rightsholders have provided the service providers with the “relevant 
and necessary information”, and that ‘the “best efforts” that service providers 
should make to prevent future uploads of notified works should be approached 
in the same way as in relation to Article 17(4)(b)’.86 It further explains that ‘the 
assessment of whether best efforts have been made by service providers needs 
to be carried out on a case-by-case basis and taking into account the principle of 
proportionality provided for in Article 17(5)’.87 

  Accordingly, the Guidance further points out, currently ‘no technology 
can assess to the standard required in law whether content…is infringing or 
legitimate’, though ‘content recognition technology may identify specific 
copyright-protected content’ for which rights holders could use to provide 
‘relevant and necessary information to service providers’.88 It further affirms 
that such automated identification ‘does not represent a legal assessment of the 
legitimacy of an upload’.89 Therefore, ‘automated blocking, i.e. preventing the 
upload by the use of technology, should in principle be limited to ‘manifestly 
infringing uploads’. 90 [emphasis added] Relevant criteria to determine 
‘manifestly infringing uploads’ take into consideration issues such as the type 
of the content and the risk of economic harm, and include factors such as  ‘the 
length/size of the identified content used in the upload’, ‘the proportion of 
the matching/identified content in relation to the entire upload’ (i.e. complete 
or substantial match of an entire work should be considered as manifestly 
infringing) and ‘the level of modification of the work’ (i.e. if there is a high level 
of a creative work to the original work by the uploader, such upload should 
not be considered as manifestly infringing).91 In the recent CJEU case of Spiegel 
Online GmbH v Volker Beck, the court further interprets the ‘exceptions and 
limitations’ provision in Article 5(3)(c)(d) of the Copyright Directive 2001 in 
response to a dispute that Spiegel Online (an Internet news portal) published 
a manuscript and an article in a book by Mr Beck and of an article published 
in a book, which the original versions of both were made available to be 

85 Communication from the Commission to the European Parliament and the Council: Guidance 
on Article 17 of Directive 2019/790 on Copyright in the Digital Single Market, COM(2021) 288 
final, 4 June 2021.
86 Communication from the Commission to the European Parliament and the Council: Guidance 
on Article 17 of Directive 2019/790 on Copyright in the Digital Single Market, COM(2021) 288 
final, 4 June 2021, Section V, subsections 2 and 3.
87 Ibid, Section V, subsection 3.
88 Ibid, Section VI, subsection 2.
89 Ibid.
90 Ibid.
91 Ibid.



510	 JCL 17:2 (2022)

Resolving Online Content Disputes in the Age of Artificial Intelligence

downloaded via hyperlinks.92 The court confirms that exceptions should apply 
to  ‘reporting current events’ where it is not reasonably possible to attain a prior 
authorisation of the use of materials; and also to the provision of a hyperlink to 
a downloadable work as ‘quotations’.93 The Spiegel Online case further confirms 
the legal position concerning hyperlinking other’s work within Article 5(3)(d) 
of Copyright Directive 2001, which is consistent with the ruling of GS Media94 
case relating to the interpretation of hyperlinked work within the meaning of 
Article 3(1) of Copyright Directive 2001, though the rational behind GS Media 
judgement is different from that of Spiegel Online. GS Media provided that:

[…] in order to establish whether the fact of posting, on a website, 
hyperlinks to protected works, which are freely available on another 
website without the consent of the copyright holder, constitutes a 
‘communication to the public’ within the meaning of that provision, it is 
to be determined whether those links are provided without the pursuit of 
financial gain by a person who did not know or could not reasonably have 
known the illegal nature of the publication of those works on that other 
website or whether, on the contrary, those links are provided for such a 
purpose, a situation in which that knowledge must be presumed.95

There are two new complementary criteria that CJEU tries to establish in GS 
Media Case, one is the knowledge test, and the other is the profit-making nature 
test. However, where knowledge is a relevant criterion, it should be noted that 
the source material is not controlled by the person posting the link. At any time, 
the source material may be replaced with something different, or its legal status 
may change. This may imply a general monitoring requirement to detect such 
changes. Currently no guidance is provided regarding a time-interval at which 
the legal status of linked materials should be checked, beyond the moment the 
link was posted. Nevertheless, both GS Media and Spiegel Online emphasise 
the importance of safeguarding a fair balance of rights and interests between 
rightsholders and users of protected subject matters.96 In the most recent CJEU 
case of 26 April 2022 concerning the Republic of Poland’s application to annul 
Article 17 of EC Copyright Directive 2019, the CJEU dismisses the action and 
emphasises that ‘the obligation on online content-sharing service providers to 
review, prior to its dissemination to the public, the content that users wish to 
upload to their platforms, resulting from the specific liability regime established 
in Article 17(4)’ of  EC Copyright Directive has been accompanied by appropriate 
safeguards by the EU legislation for the right to freedom of expression and 
information, and Member States are responsible to interpret national law and 

92 CJEU Case C-516/17, Spiegel Online GmbH v Volker Beck, Judgment of the Court (Grand 
Chamber) of 29 July 2019, para 2 and 12.
93 Ibid, para 96 (4) and (5). 
94 CJEU Case C-160/15 GS Media BV v Sanoma Media Netherlands BV and Others, Judgment of the 
Court (Second Chamber) of 8 September 2016.
95 CJEU Case C-160/15 GS Media BV v Sanoma Media Netherlands BV and Others, Judgment of the 
Court (Second Chamber) of 8 September 2016, para 56.
96 CJEU Case C-160/15 GS Media BV v Sanoma Media Netherlands BV and Others, Judgment of the 
Court (Second Chamber) of 8 September 2016, para 31; and CJEU Case C-516/17, Spiegel Online 
GmbH v Volker Beck, Judgment of the Court (Grand Chamber) of 29 July 2019, para 96 (3).
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implement appropriate measures to strike a fair balance among interested 
rightsholders’ rights.97 

 In the light of the above, the sole reliance on the use of AI-assisted automated 
content recognition tool to detect illegal content is not feasible, due to the facts that 
such technology has limitation to understand the context of fair use, exceptions, 
knowledge, and non-profit making tests. Automated content filtering systems 
may potentially overlook cases which should be protected by the fair use doctrine. 
Thus, the mere use of any automated content filtering systems to detect potential 
infringing materials should not be considered as general monitoring, because 
the decision of takedown action cannot solely rely on the outcome suggested by 
automated filtering systems, and ‘best efforts’ to prevent future uploads require 
human review of evidence including ‘relevant and necessary information’ 
provided by rightsholders to hosting service providers. If the outcome of 
automated content filtering systems is to be implemented automatically, the 
best practice could be established in which content recognition software should 
only further scan videos on the platform, specially finding content that has been 
complained about and the initial takedown request is confirmed to be valid. 
In this way, the use of automated filtering systems is restricted to a particular 
issue concerned (i.e., for ‘manifestly infringing uploads’), rather than a non-
discriminating policing tool that systematically look for any potential content 
infringement on the platform for all users and right holders in general.  In 
addition, if automated filtering systems are used to detect and notify illegal 
content automatically for particular issues concerned, such automated filtering 
systems should prioritise detection of those manifestly infringing uploads and 
notify the hosting service providers in a way that meets the legal criterion of 
actual knowledge, so that this will give the incentives to hosting service providers 
to take actions to protect rightsholders’ rights and exempt their own liability. 

Presuming that the use of automated filtering systems as part of making best 
efforts to prevent any future uploads of infringing content becomes a common 
practice for online platforms to tackle illegal content, if the proposed AI Act is 
enacted, an AI-assisted automated filtering system, content recognition software 
and copyright matching tool in the EU needs to be assessed by risk factors before 
they can be adopted on online platforms to avoid materially distorting a person’s 
behaviour or causing physical or psychological harm.

EFFECTIVE REDRESS MECHANISMS FOR ONLINE 
CONTENT-SHARING DISPUTES

Effective redress mechanisms should be provided to users/uploaders to 
resolve concerns over any disabled or removed content by AI-assisted content 
recognition tools in particular a) where an exception, limitation and fair use has 
not been sufficiently considered; b) where it materially distorts an uploader’s 
behaviour in his/her future content creation and uploads; or c) where it 
causes psychological and economic harm. Currently, there is no international 
harmonisation concerning effective redress mechanisms that national legislation 

97 CJEU Case C‑401/19, ACTION for annulment under Article 263 TFEU, brought on 24 May 
2019, Republic of Poland v European Parliament and Council of the European Union, Judgment 
of the Court (Grand Chamber) 26 April 2022, para. 98-99.
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should consider regulating under their notice and takedown or safe harbour 
regime. 

In the EU, Recital (70) and Article 17(9) of Copyright Directive 2019 explicitly 
supports online content-sharing service providers should provide ‘effective and 
expeditious complaint and redress mechanisms’ for users in particular concerning 
disputes over ‘an exception or limitation’.98 Furthermore, the Copyright Directive 
emphasises that ‘member states should also ensure users have access to out-
of-court redress mechanisms for the settlement of disputes’ to resolve disputes 
impartially and without preventing their users from accessing to ‘a court or 
another relevant judicial authority’. 99 Accordingly, it appears that negotiation, 
mediation and adjudication may be suitable out-of-court redress mechanisms 
but it is not clear whether  arbitration would be suitable. In some countries, 
courts may prohibit certain types of disputes (such as consumer disputes due to 
the assessment of an arbitration clause as an unfair term) from being resolved 
through arbitration, which if a clause was not individually negotiated, it is not 
valid as it may unfairly prevent consumers from going to courts. However, 
with regard to user-generated content disputes, according to World Intellectual 
Property Organisation (WIPO), ‘the WIPO Mediation, (Expedited) Arbitration 
and Expert Determination Rules are well suited for digital copyright- and content-
related disputes’ in particular concerning ‘determination of disputes related 
to the blocking/removal or reinstatement of works or content from a platform 
due to copyright infringement/non-infringing use’ when such disputes are 
with multijurisdictional nature on the borderless Internet.100 Correspondingly, 
it would be helpful that member states could establish common best practices 
for out-of-court redress mechanisms for copyright content-related disputes, for 
example, it should be mandatory for online content-sharing service providers 
to subscribe to the ADR body or to integrate a ADR and ODR service on their 
platforms. 

Compared to the US and China, the EU legislation also lacks clarity on 
counter-notices and the timeframe for service providers to put the blocked or 
removed content back up after receiving counter notices by uploaders, whereas 
China gives 15 days and the US gives 10-14 days to lift any measures taken 
if rightsholders do not file a lawsuit. 101 Although counter notice measures are 
intended to strike a balance to protect the uploaders’ rights, it was argued that 
counter notice measures have been inadequate and under-used in the US.102 It 
is also worth noting that, similar to the EU, both the US and China have not 
provided specific provisions within their notice and takedown procedure (or 
safe harbour regime) concerning the obligation of hosting service providers 

98 EC Copyright Directive 2019, Recital (70) and Article 17(9).
99 EC Copyright Directive 2019, Recital (70) and Article 17(9).
100 WIPO ADR for Digital Copyright and Content Disputes <https://www.wipo.int/amc/en/center/
copyright/digitalcopyright/index.html> last accessed 20 April 2022.
101 China E-Commerce Law 2019, Article 43. See the English version <https://ipkey.eu/sites/default/
files/documents/resources/PRC_E-Commerce_Law.pdf> last accessed 20 April 2022. See also The 
Digital Millennium Copyright Act of 1998, U.S. Copyright Office Summary, December 1998 < 
https://www.copyright.gov/legislation/dmca.pdf> last accessed 20 April 2022.
102 Urban, JM, Karaganis, J and Schofield, BL (2017) ‘Notice and Takedown in Everyday Practice 
Urban’ UC Berkeley Public Law Research Paper No. 2755628 <http://dx.doi.org/10.2139/ssrn.2755628> 
last accessed 20 April 2022.
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to provide a signpost to or an integrated service on out-of-court settlements 
to resolve content related disputes if disputes cannot be resolved after a 
counter notice is served. Nevertheless, in China, Article 60 of China Copyright 
Law (amended in 2020 and enforced in 2021) provides that copyright related 
disputes may be resolved by mediation, or they may submit to an arbitration 
institution for arbitration if there is an arbitration agreement or an arbitration 
clause within the copyright contract between parties.103 In the EU, it was argued 
that EU Regulation on Consumer ODR 2013 and the EU ODR portal should be 
also extended and used to resolve online copyright infringement disputes.104 It 
would be helpful to have further guidance on out-of-court settlements for online 
content sharing infringement in Europe, China and US, by learning from the 
recent WIPO development on the use of ADR and ODR methods of resolving 
digital copyright content related disputes.105  

  As the recent WIPO survey report indicated, ‘innovations in the use of 
technology to resolve B2B digital copyright- and content-related disputes 
through ODR methods can generate significant benefits for right-holders 
and users by promoting expediency and convenience, cutting legal costs and 
avoiding adversarial processes that damage the parties’ relationship’.106 In this 
regard, since 2021 WIPO has been promoting the adoption of ODR in resolving 
copyright content related disputes by introducing ‘the WIPO Rules for Expert 
Determination for User Uploaded Content (WIPO EDUUC)’,107 ‘WIPO model 
mediation submission agreement for digital copyright- and content-related 
disputes’108 and ‘WIPO model (expedited) arbitration submission agreement for 
digital copyright- and content-related disputes’.109 

It was also observed that courts and tribunals have much slower adoption of 
new technologies and online processes than private initiative,110 though in recent 
years China has speeded up its innovative development of ‘smart courts’ (known 
as ‘Internet Courts’) in dealing with intellectual property (IP) cases online in in 
particular within Beijing, Hangzhou and Guangzhou.111 In 2021, the Report of 
the Supreme People’s Court on the Adjudication Work of the People’s Courts 
on Intellectual Property Rights further promotes the use of small courts (known 
as Internet Courts) in IP adjudication and enforcement, and the deployment 

103 China Copyright Law (amended in 2020 and enforced in 2021), Article 60. 
104 Wang, F (2013) ‘The EU Regulation on Consumer ODR and EC Directive on Consumer 
ADR (2013): The Rise of ODR/ADR for Resolving Intellectual Property Disputes’ 94 Journal of 
Intellectual Property Forum 9..
105 Alternative Dispute Resolution Mechanisms for Business-to-Business Digital Copyright- 
and Content-Related Disputes: A report on the results of the WIPO–MCST survey, WIPO 2021 < 
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_969.pdf> last accessed 20 April 2022.
106 Ibid, 53-54.
107 Ibid, 55-56.
108 Ibid, 57.
109 Ibid, 58.
110 Ibid, 53
111 Report of the Supreme People’s Court on the Adjudication Work of the People’s 
Courts on Intellectual Property Rights at the 31st Session of the Standing Committee 
of the 13th National People’s Congress on 21 October 2021 < http://www.npc.gov.cn/npc/
c30834/202110/2adb18d160c945e989bc20df3641cffc.shtml> last accessed 20 April 2022.
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of modern technologies such as artificial intelligence to improve the quality 
and efficiency of adjudication.112 China also intends to build a unified judicial 
blockchain platform for courts across the country, and supports parties to carry 
out data deposition and verification online.113

Moreover, it has been suggested by scholars to have private/arbitral and 
public/judicial partnerships to relieve the burden in the public judiciary and to 
improve access to justice.114

For example, in June 2018 China established a one-stop dispute resolution 
centre with diversified settlement mechanisms for International Commercial 
Disputes including arbitration, mediation and use of China international 
commercial court (CICC).115 CICC is to improve convenience to the parties 
involved in mediation and arbitration, because the parties concerned can apply 
to the CICC for the revocation or implementation of an international commercial 
arbitral award.116 The same analogy could apply to the future cooperation of 
online arbitration and Internet Courts in resolving IP related disputes, in 
particular online content-sharing disputes, to improve the efficiency of resolution 
and enforcement.

Finally, in addition to ADR, ODR and court litigation, if a national 
copyright office could be granted administrative adjudicative authority, such 
administrative system could offer impartial adjudication and reduce the need of 
a costly court proceeding. It may also incentivize genuine takedown requests and 
relieve hosting service provider’s burden of dealing with notice and takedown 
legal process.117 For example, in China, the National Copyright Administration 
of China (NCAC) has been established to provide administrative regulations 
and administrative dispute resolution service on illegal activities concerning 
copyright infringement.118 When rightsowners report a concern to NCAC by 
post or via their online reporting/complaint platform, rightsowners are advised 
to provide samples of pirated materials and their sources when reporting.119 
When a complaint is accepted, the copyright administrative authority will 
investigate the suspected infringement and make decisions to dismiss the case; 
impose an administrative penalty on the infringer if the infringement is not 

112 Ibid.
113 Ibid.
114 Haydock, R.S. and Henderson, J.D. (2002) ‘Arbitration and Judicial Civil Justice: An American 
Historical Review and a Proposal for a Private/Arbitral and Public/Judicial Partnership’ 2(2) 
Pepperdine Dispute Resolution Law Journal 141.
115 China International Commercial Court <http://cicc.court.gov.cn/html/1/219/index.html> last 
accessed 20 April 2022.
116 Wang, F (2022) ‘Online Dispute Resolution’ in Hélène Ruiz Fabri (ed.) The Max Planck 
Encyclopedia of International Procedural Law (MPEiPro) Oxford University Press.
117 Gocha, AJ (2018) ‘Modern system for resolving online copyright infringement disputes: 
administrative rulemaking and adjudication, one-stop fix to the digital millennium copyright 
act. IDEA’ 58(2) The Journal of the Franklin Pierce Center for Intellectual Property 131 at 176.
118 National Copyright Administration of China (NCAC) < https://www.ncac.gov.cn/> last 
accessed 26 April 2022.
119 National Copyright Administration of China (NCAC) Online Reporting Platform <https://
www.ncac.gov.cn/chinacopyright/channels/12578.shtml> last accessed 26 April 2022.
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minor; or to transfer to judicial courts if there is any criminal suspicion.120 The 
administrative authority for copyright may give the infringer administrative 
penalties by ‘ordering the infringing act to cease; confiscating the illegal gains; 
confiscating or destroying the infringing copy; imposing a fine; confiscating the 
materials, tools, equipment, etc. mainly used to make the infringing copy if the 
circumstances are serious; or giving other administrative penalties provided 
for by laws and regulations’.121 Although NCAC provides a general system for 
copyright administrative enforcement, it was reported that there are considerable 
differences in copyright case filing systems set up by individual administrative 
authorities in different cities and provisions which may result in inconsistent 
investigation outcomes.122 Comparing with China’s administrative copyright 
enforcement system, in the UK, Ofcom, a public funded national regulator/
authority for communication services has provided the UK Video-sharing 
platform guidance - Guidance for providers on measures to protect users from 
harmful material,123 though Parliament has not given Ofcom powers to resolve 
complaints concerning illegal content.124 Unlike China, neither UK nor US has an 
administrative enforcement system within their copyright offices.

CONCLUSION AND A WAY FORWARD

In a borderless digital environment, it is a significant challenge to strike a 
balance of interests among hosting service providers, online content creators 
and rightsholders on social media platforms due to different legislations in 
countries and also different availability of technological measures by hosting 
service providers. Comparing the current legislation and practice in Europe, US 
and China, notice and takedown procedures have been commonly regulated in 
national and regional legislation to tackle illegal content, protect rightsholders’ 
rights and provide liability exemption to hosting service providers. However, 
the interpretation and implementation of the notice and takedown procedures 
vary in countries or regions. There are also different systems in administrative 
enforcement, civil litigation and criminal enforcement for copyright protection 
in countries. The most recent controversial debate in Europe concerns the 
introduction of hosting service providers making ‘best efforts to prevent future 
uploads’ in Article 17 of the EC Copyright Directive in 2019 which resulted 
in the Republic of Poland asked the CJEU to annul Article 17 (in particular 
Article 17(4), point (b), and point (c)) of the EC Copyright Directive in 2019.125 

120 National Copyright Administration of China (NCAC) Complaint Guideline, Section 7 < 
https://www.ncac.gov.cn/chinacopyright/channels/12577.shtml> last accessed 26 April 2022.
121 Ibid.
122 Factsheet on Administrative Enforcement of Copyright in China < https://www.gov.uk/
government/publications/factsheet-on-administrative-enforcement-of-copyright-in-china> last accessed 
26 April 2022.
123 Ofcom Video-sharing platform guidance - Guidance for providers on measures to protect 
users from harmful material, 6 October 2021 < https://www.ofcom.org.uk/__data/assets/pdf_
file/0015/226302/vsp-harms-guidance.pdf> last accessed 26 April 2022.
124 What is Ofcom? < https://www.ofcom.org.uk/about-ofcom/what-is-ofcom> last accessed 26 April 
2022.
125 CJEU Case C‑401/19, ACTION for annulment under Article 263 TFEU, brought on 24 May 
2019, Republic of Poland v European Parliament and Council of the European Union, Judgment of the 
Court (Grand Chamber) 26 April 2022.
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Although such annulment request was dismissed, it nevertheless raises further 
consideration whether the wording of ‘best efforts to prevent future uploads’ 
provides sufficient clarity.

It is increasingly common for hosting service providers to employ AI-
assisted content recognition tools to detect, delete or disable unauthorised 
uploads of copyrighted materials. There is need for relevant legislation to 
ensure due process when hosting service providers use such automated filtering 
tools as voluntary measures (such as ‘YouTube’s content ID claim’) outside the 
notice and takedown legal process. The use of such automated filtering tools 
in the notice and takedown procedure also prompts further interpretation of 
‘knowledge requirements’ and ‘no general monitoring obligation’ for hosting 
service providers to exempt their liability. 

From a technological perspective, it is not feasible to solely rely on the use 
of AI-assisted automated content recognition tool to detect and delete illegal 
content due to the limitation for algorithmic fair use, exceptions, knowledge, 
and non-profit making tests.  Thus, human review with ‘relevant and necessary 
information’ provided by rightsholders is crucial to establish actual knowledge 
of allegedly infringed materials. The mere use of AI-assisted automated 
content recognition tool to aid hosting service providers, rightsholders and 
content creators for specific and consented purposes (i.e., to prevent repeated 
‘manifestly infringing uploads’) should not be considered as conducting a 
general monitoring obligation.

Since using automated takedown requests/notices often increase the number 
of requests/notices being wrongly flagged and investigated,126 in order to 
minimise negative impact on manpower, cost and wellbeing, AI-assisted content 
recognition tools should be assessed by risk factors before they can be adopted 
on online platforms to avoid ‘materially distorting a person’s behaviour’ or 
causing ‘physical or psychological harm’, as proposed by  the EU in its Proposed 
Artificial Intelligence (AI) Act.127

Finally, common best practices, guidance or relevant regulations should be 
established for out-of-court redress mechanisms for copyright content-related 
disputes in countries. For example, it should be mandatory for online content-
sharing service providers to subscribe to the ADR body or to provide an integrated 
ADR and ODR service on their platforms. A subscribed ADR body should be 
able to provide competent specialist dispute resolution services to resolve digital 
copyright content related disputes, such as WIPO ADR for Digital Copyright 
and Content Disputes.128 Although China has led the innovative development of 
smart courts (Internet Courts) to provide competent facilities to deal with digital 
IP disputes, future cooperation of online arbitration and Internet Courts should 
be promoted in resolving digital copyright content related disputes to improve 
the efficiency of resolution and enforcement. 

126 Williams, J (2015) Absurd Automated Notices Illustrate Abuse of DMCA Takedown 
Process, Electronic Frontier Foundation, 24 February 2015, available at < https://www.eff.org/
deeplinks/2015/02/absurd-automated-notices-illustrate-abuse-dmca-takedown-process> last 
accessed 12 February 2022.
127 Proposed Artificial Intelligence Act 2021, Article 5.
128 Alternative Dispute Resolution Mechanisms for Business-to-Business Digital Copyright- 
and Content-Related Disputes: A report on the results of the WIPO–MCST survey, WIPO 2021 < 
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_969.pdf> last accessed 20 April 2022.
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Finally, hosting service providers’ knowledge requirements and no 
monitoring obligation concerning unauthorised use of copyrighted content 
should be interpreted, taking into consideration the technological features and 
limitations of AI-assisted content recognition tools when using such automated 
tools for copyright management. There is also need for an efficient and 
harmonised dispute resolution mechanism to resolve copyright-related disputes 
over the Internet with the assistance of AI.
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